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Secure Certificate Submittal

This Submittal is required prior to the start of work. Submittals are transmitted via the Customer Service System (CSS). Refer to the Secure Certificate Guideline for service details. Failure to accurately complete the items below may result in delays.  Questions regarding this submittal can be directed to Certificate_Services@state.ca.gov. 
SSL Certificates = Complete one Submittal per URL/Common Name
SAN Certificates = Complete one Submittal for all URL/Common Names
1. Provide the URL/common name.  The URL/common name cannot contain any “/” symbols. Example: edd.ca.gov  

URL = 
2. Complete contact email address(es) for this certificate. Please provide a distribution group email or multiple email addresses to help avoid missed communications. Example: ABCCertGroup@ABC.ca.gov
Email Address(es) =
3. The total number of servers/sites associated with the common name.  Multiple servers are possible in instances where a site is load balanced.  

Number of Servers =
4. Specify the server application that will be hosting the certificate. Examples: Microsoft IIS, Apache HTTP Server
Server Application =  
5. Specify if the OTech will install the certificate. OTech installations are available only within Application Hosting where OTech manages the web server.  Example: OTech or your name/organization 

Installer Name = 
6. Identify all IP addresses that will contain the certificate ordered. Only OTech hosted IP addresses should be listed.  Server name(s) and IP address(es) will be provided by OTech for new servers.  If the certificate is customer installed, please enter N/A.
IP Address(es) =
7. Specify if you would like this certificate to be active for 1 or 2 years.  

Number of Years =  
8. Organizational Unit you would like the certificate associated under.  If a symbol that requires the <shift> key is used in the associated name (such as & or @), you must spell out the symbol or omit it.  Examples: Department of Fish and Wildlife, CDCR
Department and/or Unit name =  

9. Identify a primary certificate contact (and technical contact, if different).
Primary Contact Name = 
Technical Contact Name =  
Certificate Request (CSR) File Creation
The following applies ONLY in the event that a Customer is performing the certificate installation on a non- OTech managed server. Certificate criteria must be valid and entered correctly.  Failure to accurately complete and submit the CSR may result in processing delays.  For assistance with creating the CSR, our vendor provides instructions to Generating a Certificate Signing Request (CSR).
The client must create the initial Certificate Request (CSR) file from the server and attach the file to the OTech Service Request. Only one CSR is required per common name.
Confirm values entered in the CSR contain no spaces at the beginning or end.
1. Create the Certificate Signing Request file from client server. 

2. Select/enter 2048-bit key length (minimum level).
3. Select signature algorithm strength of at least SHA1.  The MD5 hashing algorithm is no longer accepted.
4. Common Name/ Top-level Domain Name (this is the fully qualified domain name registered in DNS for an authorized state domain. Example: dts.ca.gov). For SAN certificates please enter only the primary URL here.  Alternate names will be entered by OTech upon certificate generation.
5. Organization : State of California
6. Organizational Unit: (no special characters)

7. Locality: Sacramento
8. State/Province (no abbreviation): California
9. Country (2-letter code, no punctuation): US
10. Attach created CSR text file to the Service Request (SR) only if the certificate is Customer managed. 
01.05.884 – Secure Certificate Submittal
                                                                                                      Rev:7/14
Page 2 of 2

[image: image1.png]